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Skra — Dagur 1

09:00 Intro

09:15 Heldin fyrisiting

10:00 Stedgur

10:10 Heldin fyrisiting

11:00 Stedgur

11:10 Heldin fyrisiting

11:40 Dami um uppseting fra Vanganum
12:00 Dggurdastedgur

13:00 Umsiting av trygdarambaetarum
13:50 Stedgur

14:05 Umsiting av trygdarambaetarum
15:00 Lidugt TALGILDU
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Stutt um Heldina

* Tryggur samskiftispallur
« Grundad a estlendska samskiftispallin X-Road
* Bleiv iverksett i Feroyum i 2015

« {2016 kom rundskriv um at allir almennir stovnar skulu brika Heldina til
datusamskifti

» [ dag eru 43 luttakarar og uml. 50 vevtaenastur & Heldini
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Stutt um Heldina

 Nordic Institute for Interoperability Solutions, NIIS, eigur og
vidarimennir X-Road.
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https://www.niis.org/
https://x-road.global/

Stutt um Heldina

" MNIIS Member (X-Road®) 3

Dil NIIS Partner (X-Road®) 1
?x ¥-Road® implemented 15
- Faroe Islands
%% consultation phase 23
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Stutt um Heldina

* Heldin uppstiga
* Laettari umsiting av trygdarambaetarum
 NU eisinivid REST

 Grundad a nyggjari tekni

* Nyggj umsitingarskipan ment
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Hvi Heldin?

 Trygt samskifti, id er laett at iverkseta

 Standardisera samskifti
« Endurnytsla av utstilladum datum
e Laettari at knyta i vid tidini
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Hugtgk a Heldini

Vevtaenasta (Webservice) Vevtaenasta verdur brukt til datusamskifti & Heldini.

Luttakari (Member) Ein luttakari er ein myndugleiki, virki ella felag, sum hevur knytt eina ella fleiri KT skipanir i
Heldina.

Heldarabyrgdari (Delegate) Personur, id hevur at gera bindandi avtalur a Heldini vegna stovnin.

KT Skipan (Subsystem/Client) Fyri at samskifta a Heldini skal luttakarin tilmelda eina KT Skipan (subsystem/client).

Vevteenastubrukari (Consumer)  Ta ein luttakari hevur eina skipan, sum kallar eina vevtaenastu hja einum
vevteenastuveitara, verour hann umrgddur vevteenastubrukari.

Vevtaenastuveitari (Producer) T4 ein luttakari eigur eina vevtaenastu, sum umsitur datur sum adrir myndugleikar kunnu

umbidja, verour hann umrgddur vevteenastuveitari.
TALGILDU
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https://www.talgildu.fo/heldin/heldin/heldin-terms-in-english-1/

Abyrgdir og rollir

Heldarabyrgdari Teknisk rolla
Fyrisiting
Sattmala vid Talgildu Fgroyar X
Go6okenna Heldarabyrgdarar X
Godkenna tekniskar rollur X X
Skraseting
Gera fyrispurningar X X X
Gookenna fyrispurningar X X
Leggja upp CSR X X X
Heinta sertifikatir X X X

Fardian



Innlimingar mannagongdin

Gdéokenn
luttakara

Gerod sattmala vio
Talgildu Fgroyar

34—

Framleioa
sertifikatir

Avgreida skraseting

iCS
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Set upp Tilmelda luttakara Vel Skraset Send inn sertifikat Heinta & innles Skraset

trygdarambeetara a HUM Heldarabyrgdara trygdarambaetara fyrispurning sertifikatir ”Subsystem”
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Mannagongdin — Hvat skal gerast eftir innliman

Vevtaeenastubrukari - Avtala vid vevteenastuveitara

- Fyrispurningur um atgongd til vevteenastu sendast til vevtaenastuveitara

Vevtaenastuveitari - Skraset vevtaenastu a KT skipan (Subsystem)

TALGILDU
FOROYAR



Innlimingar mannagongdin

Gdéokenn
luttakara

Gerod sattmala vio
Talgildu Fgroyar

34—

Framleioa
sertifikatir

Avgreida skraseting

Godkenna
iCS subsystem
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Set upp Tilmelda luttakara Vel Skraset Send inn sertifikat Heinta & innles Skraset

trygdarambeetara a HUM Heldarabyrgdara trygdarambaetara fyrispurning sertifikatir ”Subsystem”
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Innlimingar mannagongdin — fyrisitingarligar uppg.

Gerd sattmala vio Godkenn Framleidoa Avgreida skraseting
Talgildu Fgroyar luttakara sertifikatir iCS
T | A A
v A\ 4
| | g
— ‘ amxD N
GEED . GEED
Set upp Tilmelda luttakara Vel Skraset Send inn sertifikat Heinta & innles Skraset
trygdarambeetara a HUM Heldarabyrgdara trygdarambaetara fyrispurning sertifikatir ”Subsystem”
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Fyrisitingarligar uppgavur a Heldini

Skraseting av luttakarum

Sattmalaviourskiftir

 Talgildu og luttakarin

o Luttakara til luttakara

Brukarastyring

* Vidlikahalda av rollum

Skraseting av servarum

Skraseting av KT skipanum (Subsystemum) TALGILDY



Logging

Tao eru einstgku trygdarambaetararnir sum logga

Eingin logging a felags trygdarambaetarum

Slgg av logging
 Full logging
« Metadata logging
« Ongin logging

Neer er umradandi at logga?

Les meira um logging her
gg g TALGILDU
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https://www.talgildu.fo/heldin/loggar-a-trygdarambaetara/

Heldarumsitingarskipanin — HUM
« Umsitingarskipan til fyrisitingarligar uppgavur

» Hentleikar

Betri yvirlit yvir luttakarar

Leettari tilmelding av nyggjum luttakarum

Leettari tilmelding av trygdarambaetarum

Leettari skraseting av nyggjum KT skipanum (Subsystems)
Betri brukarastyring

e Er at finna a www.heldin.fo

 Ertok frai dag! TALGILDU
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http://www.heldin.fo/

Heldarumsitingarskipanin — Framtidaraetlanir

Vit arbeida vioari uppa HUM fyri at skapa eina enn betri
uppliving!

M.a. arbeida vit vio:

* Betri brukarauppliving / nyggjum hentleikum
» Talgild undirskrift av sattmalum

« Automatisering av avisum uppgavum

TALGILDU
FOROYAR



Heldarumsitingarskipanin — Forsioan

Vel hetta um td longu ert luttakari
a Heldini

O heldin vemeers ares

A Members

The Heldin Management system is a tool for developers, administrators,
and users of systems that are connected to Heldin. It provides an overview
of the systems and services that are available on Heldin.

msitingarskipan

The Heldin management system is an addon to Heldin, to keep track of
services on Heldin, i.e. keeping track of services available to institutions,

@ Rita inn

muniicipalities and organizations. o.t.

Vel hetta um tu ert nyggjur
luttakari

Y Already on Heldin?

Click here to go to the self-service area.

&+

Are you joining Heldin?

Click here to get started with the onboarding process

>

TALGILDU
FOROYAR

01100110 01101111




Heldarumsitingarskipanin — Skraset nyggjan luttakara

Specify your organization code

Please enter company registration number (v-tal) below: / V'tal hJa |uttakal’a

You are requesting to join X-Road on behalf of

0

Specify this member's classification:

Alment ella privat? >

Please select 3 Member Type v

You are requesting this membership as the following user:

Jens Petur Andreasen (271084099)

What is your role in this organization?

Please select the correct role v var er t|’n rO”a?

TALGILDU
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Heldarumsitingarskipanin — Titt yvirlit

- : : : - : : : Tryst her fyri at tiimelda Tryst her fyri at umbidja
Tinir aktivu fyrispurningar Tinir avgreiddu fyrispurningar nyggjan luttakara atgongd til luttakara
Y Y

X-Road Membex are: =

A\ 4

a My Members @ Active Requests @ Requests History B Notifications@ 6 My Information

7 ‘

Members that Km allowed to access _ _
Tinar frabodanir Tinir kontaktupplysingar
® What am | Isoking at? v
Member Code = Name = Member Type =
A GOV:343269 Faroya Gjaldstova GOV

TALGILDU

Yvirlit yvir luttakarar har tu hevur eina rollu FOROYAR




Heldarumsitingarskipanin — Bid um atgongd til luttakara

Specify member code

Please enter company registration number (v-tal) below:

V-tal hj4 luttakara >

You are requesting access to

0

You are requesting this membership as the following user:

Jens Petur Andreasen (271084099)

What is your role in this organization? / Hvar er tin rolla

Please select the correct role v

TALGILDU
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Heldarumsitingarskipanin — Luttakara yvirlit

343269 : Feroya Gjaldstova

Mo requests waiting for me to take action

Yvirlit yvir

Yvirlit yvir KT skipanir ) _
fyrispurningar

/ 7

General Information

Security Servers Subsystems/Clients Webservices Requests

[

1

Aember Informatio

Yvirlit yvir TR
‘ai Yvirlit yvir vevtaenastur
Grund upplysingar l trygdarambaetarar
ember Code Mame Start Date
343269 Feroya Gjaldstova 4 Mar 2020
Address Street Name Address House Mo Address Unit Name
- KVIGGJARTUN 1
Post Code City m
160 ARGIR
Internet Url English Mame
Iz Validated In Public Register Activated By Approval Flow Is Validated By Member Manager s Validated By Backoffice
v v
ALGILDU
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Heldarumsitingarskipanin — Ambaetara yvirlit

343269 : Feroya Gjaldstova

Mo reguests waiting for me to take action
General Information Security Servers Subsystems/Clients Webservices
Owned Security Servers Joined Security Servers F\Get the anchor files here (&

Requests

Tryst her fyri at tilmelda nyggjan
trygdarambeetara

Tryst her fyri at siggja ella knyta i felags trygdarambaetara

\

© Create a new security server

Security Server Code Dns =

Servara yvirlit

Heldin Environment =

TALGILDU
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Heldarumsitingarskipanin — Skraseting av trygdarambeaetara

Please specify the environment that this server will operate in
Umhvgarvio (Dev, Test ella Prod.)
FO-DEV v
Server Host Mame (what is the server's actual OS5 hostname) * DMNS name (Fully qualified domain name) *
Hostnavn a trygdarambeetara DNS navn, id er stovnad IP til addressuna
Security Server Code @ * Server Internal IP (for your own reference) Server Hosting Physical Location *
Eydmerking av servara Interna IP addressan Hvar verdur servarin hystur?

Server Motes

Intern nota um, hvat hesin
ambeaetarin verour bruaktir til

Cancel Save

TALGILDU
FOROYAR



Heldarumsitingarskipanin — Skraseting av trygdarambeaetara

Tryst her fyri at melda nyggja KT
skipan til

343269 : Feroya Gjaldstova

Mo requests waiting for me to take actior
General Information Security Servers Subsystems/Clients Webservices Requests
Environment = Subsystem Identifier = On Security Server =

Yvirlit yvir KT skipanir (subsystems)

TALGILDU
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Heldarumsitingarskipanin — Skraseting av KT skipan (subsystem)

Use the form below to request a subsystem for member: GOV:343269

Subsystem name:

Navn a KT skipan

X-Road Environment:

Fo-pev - Umhvarvid

Server that will host the subsystem:

Hvann servara hoyrir

dev-mss.heldinfo hetta til?

W

Description

Lysing av KT skipan

e

Subsystem User Friendly Name

Hide On Public Site
Skal hetta siggjast a

almenna yvirlitinum?

Submit client/subsystem request

TALGILDU
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Heldarumsitingarskipanin — Skraseting av KT skipan (subsystem)

Requests waiting for me

& KimWang s requesting the rolz of  Delegated X-Road Manager Role  in your company

General Information Security Servers Subsystems/Clients | Webservices Requests
Member Clents
Environment = Subsystem ldentifier = - - " - DT spcurity Server =
Fyrispurningur um skraseting av KT
No items to show.. skipan skal gédkennast adrenn
Member Client Requests hann verdur sendur til avgreidslu
Date submitted Environment = Subsystem Mame = Request Status Show On Public Site = Server Host =

21-09-2022 22:06:43 FO-DEV Testl pending v test-av-hum

TALGILDU
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Heldarumsitingarskipanin — DEMO

« Si HUM vegleiding her
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https://www.talgildu.fo/heldin/vegleidingar/

Vangaumhvgrvio & Heldin
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Vangin hevur ndgv markamot yvir Heldina

Knyti til 36 Taenastuveitarar og vaksandi ©
- Ein TV kann hava fleiri skipanir/vevtaenastur
- Ein TV kann hava vevteenastur a ymiskum trygdarambaetarum

- Vangin sjalvur utstillar 2 vevtaenastur
- Kalendarin
- Brukaraskrain
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Vangin hevur 3 umhvarvir
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Vangin hevur 3 umhvarvir

| DEV | | TEST | | PROD|

Skipan hja Skipan hja Skipan hja
Ta=nastuveitara T=enastuveitara T==nastuveitara

& [*]

DM2-05-V&TS5C DM2-05-V&P55C
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Teenastuveltarl kann hava 2 umhvgrvir

| DEV | | TEST | | PROD |
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Taenastuveitari hja fleiri KT veitarum

#“"4 SJOVINNUSTYRID

‘. .’ FAROESE MARITIME AUTHORITY
| TEST |

KT Landsins

Teyggja Skipagluggin

DMZ-KTL-V6TSSC

| PROD |

KT Landsins

I
|
|
I
|
I
| Teyggjan Skipagluggin
I
|
|
|
I
I

e formula

I
I
|
|
|
|
Teyggjan Skipagluggin |
|
|
|
|
|
|

DMZ-DEV-SS1

DMZ-KTL-V6PSSP

DMZ-0S-V6DSS DMZ-0S-V6TSSC DMZ-0S-V6PSSC
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Navnastandardur
hja Vanganum & Heldini

Goour navnastandardur hjalpir seranégv i
umsiting
@Kkir um trygdina

Luttakari: Gjaldstovan v-tal 343269
Vangin er skrasett subsystem hja Gjaldstovuni

Vangin nytir ein “unique” brukara pr.
teenastuveitara, fyri at hjalpa uppa umsitingina

Dgmi
FO-DEV/GOV/343269/vng-folk

* Vng-folk
* Vng-tk
* Vng-suk

r f , ,
'] Q almannaverkio ’ Z bustadir

AKSTOVAN apoteksuerkid

Millumambztari Millumambztari
Trygdarambaetari Trygdarambaetari

2

Millumambzatari

Millumambztari Millumambzatari

Trygdarambaet: ri Trygdarambaetari

Trygdarambaetari

Trygdarambzetari
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SSL Sertifikatir -

0 & almannaverkid 6 22 bistadir

AKSTOVAN apoteksuverkid o

Millumambzetari Millumambzetari Millumambazetari Millumambzetari Millumambzetari

Trygdarambaetari Trygdarambaetai i Trygdarambaetari Trygdarambaetari Trygdarambaetari

« SSL sertifikat millum Vangan og Vanga
trygdarambeetarin

« Sertifikat pr. teenastuveitara / brukara

TALGILDU
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Praktiskt — Rita inn a demo trygdarambaetara

* Loynioro til wifi (Guest). landsnet2022

e url til trygdarambeaetara
* https://heldin-demo.magnussen.fo:4000

* Brukaranavn og loynioro til trygdarambaetara
 heldin-demo/demo2022

TALGILDU
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Umsiting av trygdarambaetarum

Gerd sattmala vio Godkenn Framleidoa Avgreida skraseting

Talgildu Fgroyar luttakara sertifikatir

-0 |

iCS

4 ©
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Set upp Tilmelda luttakara Vel Skraset Send inn sertifikat Heinta & innles Skraset
trygdarambeetara a HUM Heldarabyrgdara trygdarambaetara fyrispurning sertifikatir ”Subsystem”
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Umsiting av trygdarambaetarum

Gerd sattmala vio Godkenn Framleidoa Avgreida skraseting

Talgildu Fgroyar luttakara sertifikatir

-0

iCS

4 ©

| A A
v A\ 4
| ! g
— . amxD \
- — s — 9 S —
@D -+ [ o]
Set upp Tilmelda luttakara Vel Skraset Send inn sertifikat Heinta & innles Skraset
trygdarambeetara a HUM Heldarabyrgdara trygdarambaetara fyrispurning sertifikatir ”Subsystem”
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Uppsetan av trygdarambeaetara — Uppsetan

e Installera trygdarservara sambaert vegleiding
« Ubuntu 18.04 LTS og 20.04 LTS eru supporterad i latuni
* Minimum 10GB disk 4 GB RAM, og 1 CPU core
 Velja logging "addon" fra

» Set up trygdarservara sambeaert vegleiding
* Public IP & DNS
« Set upp "firewall” sambeert vegleiding
 Importera Anchor filu eftir umhvgarvio (Dev, Test, Prod)

Vel tioarstempul teenastu TALGILDU

FOROYAR
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https://github.com/nordic-institute/X-Road/blob/develop/doc/Manuals/ig-ss_x-road_v6_security_server_installation_guide.md
https://www.talgildu.fo/heldin/knyt-i-heldina/knyt-kt-skipan-i-heldina/
https://repository.heldin.fo/anchorfiles-v6/configuration_anchor_FO-DEV_internal_UTC_2020-03-04_10_37_05.xml
https://repository.heldin.fo/anchorfiles-v6/configuration_anchor_FO-TST_internal_UTC_2020-10-20_12_57_05.xml
https://repository.heldin.fo/anchorfiles-v6/configuration_anchor_FO_internal_UTC_2020-11-03_10_31_52.xml

Uppsetan av trygdarambeaetara — Uppsetan

Internet External Networks

Internal Network

Trust Services

O

Time- OCSP
stamping Service
Service

ouT ouT
80/tcp 80/tcp
443/tcp 443/tcp

- = = ==

Data Exchange | \
Partners ' :
1 1 1
x cm :
; 1 — 1
Security : , | Management Central Monitoring | ,
Server P Security Server Security 1
i1 Server Server 1
1 1 ]
1 1
INand/or OUT 11 OUT ouT N
5500/tcp ! : 5500/tcp 80/tcp 5500/tcp :
5577/tcp : B5577/tcp 4001/tcp 5577icp

4

o

Security Server

1
111

Consumer
Information
System

IN
80/tcp
443/tcp

3
T ouT
. —80ftep

Security
Server

. J

IN

4000/tcp 443hcp

other
i

:_ i
Admin

Producer
Information
System

________________________________________________________
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Uppsetan av trygdarambeaetara — Uppsetan

 Testa at portur eru opin vio at bruka curl
* Ocsp teenastu
* Timestamping teenastu
« Ekstern atgongd til egnan servara (5000)

TALGILDU
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Uppsetan av trygdarambeaetara - Sertifikatir

 Gerdo CSR
« Auth. Sertifikat
 Sign. Sertifikat

» Gero sertifikat fyrispurning & HUM
» Heinta sertifikatir fra HUM

* Innles sertifikatir a trygdarambaetaran

TALGILDU
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Uppsetan av trygdarambaetara — Skraset KT skipan (Subsystem)

Add subsystem

Specify the code of the subsystem to be added.

SELECT SUBSYSTEM
If the subsystem is already existing, you can select it from the Global list.

Member Name @ Foroya Gjaldstova
Member Class @ GOV
Member Code @ 343269

Subsystem Code @ |

Register subsystem

CANCEL

TALGILDU
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Uppsetan av trygdarambaetara — Skraset vevteenastu

hello-world (subsystem)

Service Q

v  OPENAPI3 (http://192.168.1.226:8082/desc.json)

Last refreshed: 2022-09-20 13:50 Refresh
SERVICE CODE URL TIMEOUT
hello-world-rest & http://192.168.1.226:8082/ 60
v WSDL (http://192.168.1.226:8083/wsdl/ConvertWsDL.wsdl) ‘
Last refreshed: 2022-09-20 20:51 Refresh
SERVICE CODE URL TIMEOUT
getHelloworld.v1 ) http//192.168.1.226:8083/DemoService.asmx 60
getTest.vl & http://192.168.1.226:8083/DemoService.asmx 60

TALGILDU
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Uppsetan av trygdarambaetara — Skraset vevteenastu

hello-world-rest X

Service Parameters Endpoints

Service URL ‘ http://192.168.1.226:8082/
The URL where requests targeted at the service are directed

Timeout (s) 60
The maximum duration of a request to the service, in

seconds

Verify TLS certificate D
Verify TLS certificate when a secure connection is established

; e N ~
Access Rights ( RemoveAll ) [ Addsubjects )
. VAN Y,

MEMBER NAME / GROUP ACCESS RIGHTS
DESCRIPTION 1D/ GROUP CODE TYRE GIVEN

SP/F B. Magnussen FO-TST:COM:651338:heldin-demo-client ~ SUBSYSTEM  2022-09-20 20:53 Remove

FO-TST:COM:651338:heldin-demo-client-
SP/F B. Magnussen hitps SUBSYSTEM  2022-09-20 16:44 Remove

@ TALGILDU
FOROYAR
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Uppsetan av trygdarambaetara — Skraset vevteenastu

hello-world-rest X

Service Parameters  E

TALGILDU
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Uppsetan av trygdarambaetara — Skraset vevteenastu

getHelloWorld.v1 X

Apply to all in
WSDL

Service URL ‘ http://192.168.1.226:8083/DemoService.asmx O
The URL where requests targeted at the .
service are directed

Timeout (s) 60 D
The maximum duration of a request to the

service, in seconds

Verify TLS certificate D D

Verify TLS certificate when a secure
connection is established

g ™~ ™
Remove All ) Add subjects )
AN AN v

Access Rights

MEMBER NAME / GROUP ACCESS RIGHTS
DESCRIPTION 1D/ GROUP CODE TYPE GIVEN
SP/F B. Magnussen FO-TST:COM:651338 heldin-demo-client  SUBSYSTEM  2022-09-20 20:51 Remove

FO-TST:.COM:651338:heldin-demo-client-
SP/F B. Magnussen hitps SUBSYSTEM  2022-09-20 20:51 Remove

@ TALGILDU

FOROYAR
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Uppsetan av trygdarambaetara — consumer

heldin-demo-client (subsystem)

Connection type

HTTPS -

Connection type for servers in service provider role is set in the Services tab by the service URL (http/https).

Information System TLS certificate l]/ﬂ ndd )
. A

Certificate Hash (SHA/1)

,.,,. ABEAASZC.CABB:11:55:84:18:112:68:20:78: A7 1 A69:15:75:A6

Security Server certificate

Certificate Hash (SHA/1)

!,. AABAIG0:FOFOACA3:9C13:69:14E:0A:2FDC36:FB:EC:.CRTEER Export

TALGILDU
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Uppsetan av trygdarambaetara — ssh

 Brukarastyring
 Rollir
* Loggar
 Arkiv interval
« Upprudding av log arkiv

« Backup
« Config backup (uppsetan, sertifikatir v.m.)
e Servara backup

« Monitorering
« Halda eyga vio ram/diskplass/cpu v.m.

TALGILDU
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Eftirnyggja tekniskar loggar - ssh

Service

xroad-addon-
messagelog

xroad-
confclient

xroad-proxy

xroad-signer

xroad-proxy-
ui-api

xroad-monitor

xroad-
opmonitor

Purpose

Message log archiving and
cleaning of the message logs

Client process for the global
configuration distributor

Message exchanger

Manager process for key
settings

Management Ul and REST API

Environmental monitoring

Operational monitoring

Log

fvar/log/xroad/messagelog-archiver.log

/var/log/xroad/configuration_client.log

/var/log/xroad/proxy.log

Jvar/log/xroad/signer.log

/var/log/xroad/proxy ui_api.log and
fvar/log/xroad/proxy_ui_api_access.log

fvar/log/xroad/monitor.log

fvar/log/xroad/op-monitor.log

TALGILDU
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Eftirnyggja samkiftis loggar — ssh/postgres

« Samskifti sum ikki er arkivera liggur | databasuni

 Arkivera samskifti liggur i
« /var/lib/xroad

TALGILDU
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Pin kota

« Ta servarin verour "re-bootadur" skal pin kotan inntgppast

TALGILDU
FOROYAR



Feilkotir

» Server.ClientProxy....
* Feilurin liggur hja teer

* Server.ServerProxy...
* Feilurin liggur hja vevteenastu veitara

* How to Interpret Security Server Proxy Error Messages?

* https://nordic-
Institute.atlassian.net/wiki/spaces/XRDKB/pages/4915550/How+to+Inte

rpret+Security+Server+Proxy+Error+Messages

TALGILDU
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Veelkomin a verkstovu
um Heldina (Dagur 2)

TALGILDU
FOROYAR



Skra — Dagur 2

09:00 Intro

09:15 Menning av vevtaenastum - Arkitekturur
10:00 Stedgur

10:10 Menning av vevtaenastum - Demo
11:00 Stedgur

11:10 Menning av vevteenastum - Nytsla vid REST/SOAP
12:00 Dagurdastedgur

13:00 Menning moétvegis FOLK

13:50 Stedgur

14.05 Menning motvegis FOLK

15:00 Lidugt

TALGILDU
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Menning av vevtaenastum - Arkitekturur

X
X-Road

/Central Services |8 :
o P

Service Consumer
‘\ /,//
S e [

 Central Service

« Security Server

 Information System

» Time-Staming Authority (TSA)

« Certificate Authority (CA)




Uppsetan av trygdarambeaetara — Uppsetan

Internet External Networks

Internal Network

Trust Services

O

Time- OCSP
stamping Service
Service

ouT ouT
80/tcp 80/tcp
443/tcp 443/tcp

- = = ==

Data Exchange | \
Partners ' :
1 1 1
x cm :
; 1 — 1
Security : , | Management Central Monitoring | ,
Server P Security Server Security 1
i1 Server Server 1
1 1 ]
1 1
INand/or OUT 11 OUT ouT N
5500/tcp ! : 5500/tcp 80/tcp 5500/tcp :
5577/tcp : B5577/tcp 4001/tcp 5577icp

4

o

Security Server

1
111

Consumer
Information
System

IN
80/tcp
443/tcp

3
T ouT
. —80ftep

Security
Server

. J

IN

4000/tcp 443hcp

other
i

:_ i
Admin

Producer
Information
System

________________________________________________________
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Uppsetan av trygdarambaetara — Skraset KT skipan (Subsystem)

Add subsystem

Specify the code of the subsystem to be added.

SELECT SUBSYSTEM
If the subsystem is already existing, you can select it from the Global list.

Member Name @ Foroya Gjaldstova
Member Class @ GOV
Member Code @ 343269

Subsystem Code @ |

Register subsystem

CANCEL

TALGILDU
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Feilbod — Hvar liggur feilurin?

Trusted Network

1. Service consumer

2. Consumer-side Security Server (client proxy)
3. Provider-side Security Server (server proxy)
4. Service provider.

ED

(a

Security
Server
i ;J
f11)

Client
(SOAP)
Internet
1. Service 2. Client
consumer proxy

Security
l Server

3. Server
proxy

i1l
11

Service
(REST)

1)
11

Service
(SOAP)

4. Service
provider

3I0MISN palsniL
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Feilkotir

» Server.ClientProxy....
* Feilurin liggur hja teer

* Server.ServerProxy...
* Feilurin liggur hja vevteenastu veitara

* How to Interpret Security Server Proxy Error Messages?

* https://nordic-
Institute.atlassian.net/wiki/spaces/XRDKB/pages/4915550/How+to+Inte

rpret+Security+Server+Proxy+Error+Messages
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Menning av vevteenastum

* Menning eftir vanligum standardum
« REST

» Gott at bruka OpenAPI service description

« SOAP
« X-road soap header skal verda i svarinum

* Nyggjar taenastur skulu helst mennast eftir REST standard

TALGILDU
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Menning av vevteenastum

« REST
. PUT
. GET
. POST
- DELETE

 Fyrispurningar skulu hava ein "X-Road-Client" header

TALGILDU
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Menning av vevteenastum

« SOAP
* Vevtaenasta (wsdl) skal innihalda SOAP header

<soapenv:Header:>

<Hro:service iden:objectlype="SERVICE":=>
<iden:xBoadInstance>—</iden:xRoadInstance>
<iden memberClass>—</iden memberClass>
<iden:memberCode>—</iden: memberCode:-
<iden:subsystemCodes—</iden: subsystemCode>
<iden:servicelodes—</iden:servicelode>
“iden:serviceVersion»>—</iden:serviceVersion>

< xro:servicer

<xro:client iden:objectType="SUBSYSTEM":=>
<iden:xBoadInstancer—</iden:xBoadInstance>
<iden:memberClass>—</iden memberClass>
<idenmemberCode>—</iden memberCode>
<iden:subsystemCode>—</iden:subsystemCode>

< fxro:client>

<xro:id=l</xro-id=>

TALGILDU
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Menning av vevteenastum - klient

* Menning av vevtaenastu klientum
« REST

« Downloada service description
* innlesa service description

« SOAP
 Downloada WSDL
* |[nnlesa wsdl

Byrja vio at testa i t.d. Postman ella SOAP Ul

TALGILDU
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Menning av vevteenastum - DEMO

File  Edit View Debug
o - H-aEd 9 Debug A . = b HeldinD ur E [ ]
Web Publish Act. HeldinDem HeldinDel sum...nnected Services Program.cs + X WeatherForecast.cs F itroller.cs Startup.cs

[&] HeldinDemoConsume - *%, HeldinDemaConsumer.Program - Main(s ~ ) [g]- =

of 2 projects)

ontroller.cs
appsettin
Program.cs

-
[ heldin-derr

* openapi.cs

TALGILDU
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Menning av vevteenastum - DEMO

« Mannagongd
 Nytt Visual Studio projekt
- Web API

« Template inniheldur endapunkt "WeatherForecast"
» Hetta er klart at leggja ut

Leggja inn OpenAPI dokumentation (Swashbuckle)
» Leinkja til guide
"Publish" til web servara
Innlesa teenastu a trygdarambeetara og geva atgongd

Consumera teenastu

« Konvertera Open API service description til klient kotu TALGILDU

FOROYAR


https://learn.microsoft.com/en-us/aspnet/core/tutorials/getting-started-with-swashbuckle?view=aspnetcore-6.0&tabs=visual-studio

Menning av vevteenastum - klient

 Metadata services
« REST
« SOAP

« Byrja vid at testa i t.d. Postman ella SOAP Ul

« listClients — allir luttakarir og subsystems (SOAP / REST)
» getWsdl (SOAP)

« getOpenApi (REST)

TALGILDU
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https://github.com/nordic-institute/X-Road/blob/develop/doc/Protocols/pr-mrest_x-road_service_metadata_protocol_for_rest.md
https://github.com/nordic-institute/X-Road/blob/develop/doc/Protocols/pr-meta_x-road_service_metadata_protocol.md

Menning av vevteenastum - Metadata

* listClients — allir luttakarir og subsystems (SOAP / REST)
» getWsdl (SOAP)
* getOpenApi (REST)

TALGILDU
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Menning av vevteenastum

* Dgmi | postman
e ListClients
* GetOpenAPI
 ListMethods
« GetWsdl
* Test metodir — helloworld

e Dgmi i SOAP Ul
* Test metodir - helloworld

TALGILDU
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Menning moétvegis FOLK

SOAP Webservices :-)

Security Server:
 Https://heldin-demo.magnussen.fo

Subsystem:
 FO-TST.COM:651338:folk-community-demo

Services:
e FO-TST:GOV:405388:us-folk-v2
e FO-TST:GOV:405388:us-folk-v3 TALGILDU
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Menning moétvegis FOLK

e FOLK
« KT-skipan hja Landsfolkayvirlitinum
 Verdur umsitin av Umhvgrvisstovuni
* Ment i 2010 — Silverlight front-end tgkni

* FOLK a Heldini

 Ein skra - sleppa undan dupultum skrasetingum

* Verdur brukt nogy, serligt fokus eftir Vangin kom
« ~ 273.000 innritanir pr. 31/8-2022 (service/Ul)
» ~5.000.000 fyrispurningar (service)

TALGILDU
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Menning moétvegis FOLK

e FOLK
« KT-skipan hja Landsfolkayvirlitinum
 Verdur umsitin av Umhvgrvisstovuni
* Ment i 2010 — Silverlight front-end tgkni

* FOLK a Heldini

 Ein skra - sleppa undan dupultum skrasetingum

* Verdur brukt nogy, serligt fokus eftir Vangin kom
« ~ 273.000 innritanir pr. 31/8-2022 (service/Ul)
» ~5.000.000 fyrispurningar (service)
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Menning motvegis FOLK

Adapter
Server

CONSUMER OR
PRODUCER

YOUR
SECURITY
SERVER

TOKEN

n
E Key Certif.

.
n
Key  Certif. §
"

Adapter server:
- v2/v3 X-road headers
- v3 login funkt.

OTHER
SECURITY
SERVER

TALGILDU
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Menning moétvegis FOLK - Mannagongdin

Gerd sattmala vid Godkenn Framleida
Talgildu Feroyar luttakara sertifikatir
1 | el :
| ! | ¥ >
D N
O 0 & —¢9—8B B—O
Set upp Tilmelda luttakara Vel Knit i Heldina Send inn sertifikat  Heinta & innles Skraset
trygdarambastara 4 HUM Heldarabyrgdara fyrispurning sertifikati Subsystem
Gerd sattmala vid us
) . . US gevur atgongd
Umhvervistovuna ~ skréseturinternan =2 927 € 9000
(US) brukara i FOLK y

VA
%ﬁ»"

B 8% —Q

I
|

| >
Atgongd til data e ——— Q _ @

©

Heinta WSDL Framleid klient Klart til nytslu

lysingar (proxy) ;Aﬂ%@d%gg




Menning moétvegis FOLK

« Atgongd til persénsupplysingar

« Almennir stovnar (tryggingarfelgg, bankar inkl.)
» Atgongd til allar upplysingar, tarvur er a, fyri at utinna virki sitt

« Partafelgg, smapartafelgg, grunnar, fyritgkur og adrir lagfradiligir og
likamligar personar

» Navn, Bustadur, Starv, Framerki (marknadarfaring), Deydur, Horvin, Fraflyting,
Tilknytisbustadur, Sjalvraedi

TALGILDU
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Menning moétvegis FOLK

* Hvussu kunnu personar eyomerkjast
« Personstali (p-tali)
« Navni (naverandi ella fyrrverandi) og fgdingardeqi
* Navni (naverandi ella fyrrverandi) og bustaoi

« Um fleiri personar verda eyomerktir vio hesum, faest einki urslit

 Vevtaenastur at spyrja vio

* Fyri V3: GetPerson|Small | Medium|By|[NameAndAddress |
NameAndDateOfBirth | Privateld | ByPtal | ByPublicld]

* Fyri V2: GetPeoplePublicinfo | GetPerson TALGILDU
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Menning moétvegis FOLK

« Communities (bdlkar)
 Alt fgroyar
 Kommunur
« Egin skra (t.d. kundaskra e.l.)

* Vevtaenastur at spyrja vio

* Fyri V3: AddPersonToCommunityBy|NameAndAddress |

NameAndDateOfBirth], RemovePersonFromCommunity, Get[Private |
Public|Changes

* Fyri V2. AddPeopleToCommunity, RemovePeopleFromCommunity,
GetCommunityPeoplelds FOROVAR



Menning moétvegis FOLK

US-FOLK-V2
e Subsystem: FO(-TST):GOV:405388:us-folk-v2

« Umfatandi vevtaenastur, uppunaliga mentar til Ul
Login

GetPerson

GetPeoplePublicinfo

GetCommunityPeoplelds

AddPeopleToCommunity
RemovePeopleFromCommunity

« Hava m.a. mgguleika at veita sgguligar upplysingar FoRovaR



Menning moétvegis FOLK

US-FOLK-V3
e Subsystem: FO(-TST):GOV:405388:us-folk-v3

« Minni i vavi — fleiri i tali

« Eru mentar partvis fyri leettari nytslu

« C# / Java client program
 Eisini mgqguligt at braka vevteenastur beinleidis (WSDL)

TALGILDU
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Menning moétvegis FOLK

US-FOLK-V3

 Eingin innritan — atgongd knytt at vevteenastubrukara (subsystem)

 Skjotari at koma igongd - eingin kota (client proxy) nytist at
genererast - Bilagdur av TF

 Github repositories
* .Net: https://github.com/umhvorvisstovan/folkv3-api-dotnet
* .Net dgmi: https://github.com/umhvorvisstovan/folkv3-api-sample-dotnet
« Java: https://github.com/umhvorvisstovan/folkv3-api-java A
« Java dgmi: https://github.com/umhvorvisstovan/folkv3-api-sample-java FOROYAR



https://github.com/umhvorvisstovan/folkv3-api-dotnet
https://github.com/umhvorvisstovan/folkv3-api-sample-dotnet
https://github.com/umhvorvisstovan/folkv3-api-java
https://github.com/umhvorvisstovan/folkv3-api-sample-java

Menning moétvegis FOLK

- Samanbera v2/v3 teenastu, GetPerson
« \/3 errelnari
* V2 hevur nogvar Include* parametrar

* Adapter services

TALGILDU
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Menning moétvegis FOLK

s Amboo
* SoapUl
* Postman

e Leinki
* https://umhvorvisstovan.github.io/FOLK-clients/

* https://x-road.global/resources

o https://x-road.thinkific.com/

TALGILDU
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https://umhvorvisstovan.github.io/FOLK-clients/
https://x-road.global/resources
https://x-road.thinkific.com/

Takk fyri
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